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HDTV and DRM: A Need of Further Regulation? by Georg Erber and Sven Heitzler
High definition television may now be poised for a breakthrough in Germany. Unfortunately, in the area of private free-TV, broadcasters and network operators are still blocking each other.
Market participants hope to leverage encryption and digital rights management as sources of long-term profits. This, however, may come at the expense of television viewers. Despite the start of regular HDTV operations by public broadcasters, only a few consumers are currently in a position to actually receive high definition television. The government should facilitate a rapid resolution to the current standoff and ensure effective monitoring of competition by implementing new standards.
In the early 1990s, high definition television (HDTV) was touted in Germany as an upcoming new technology, but the promises made are, as yet, still unfulfilled as advertised or in the anticipated time frame.
Instead, the technological requirements for HDTV are being implemented in a series of small steps, for example, an initial conversion of screen display ratios from 4:3 to 16:9; then a transition from analog to digital transmission; and followed, with the introduction of flat screens, by a two-step improvement to image resolution, initially to 1280 x 720 pixels, and to 1920 x 1080 pixels as of today.
Ongoing Problems with HDTV Transmission and Reception
Recently, there is rapid growth in the introduction of HDTV-capable flat screen televisions in Germany (Table 1) . However, despite a growing number of high definition capable televisions, viewers still face a rather sparse selection of television programs. Further the options for receiving HDTV transmissions are still quite limited because people lack the equipment required for reception.
HDTV is contingent upon the completeness of the HDTV value chain including all subsegments that must be linked together in order to permit HDTV reception (Figure 1 ). At the receivers side, usually the reception of HDTV programs requires an HDTV receiver, in addition to a flat screen, and these are typically not integrated into the screen itself, so they must be purchased separately.
With the start of the XXI Winter Olympics on February 12, 2010, both of Germany's public broadcasting companies began regular transmission of unencrypted HDTV signals. The 2010 FIFA World Cup, in June and July, was also aired in HDTV. Arte -the Franco-German cultural television network -is also transmitting some HDTV programs. It is expected that the range of available HDTV programming will incrementally expand.
HDTV transmission in Germany is primarily provisioned through the Astra satellite system. For cable television subscribers, most HD signals are fed into television cable networks in the pay-TV domain in January 2010 Kabel Deutschland, Germany's largest cable TV operator, agreed to transmit, unencrypted, the public HDTV programming on the company's digital cable TV networks. 
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In contrast to the situation in France, transmission using terrestrial digital video broadcasting (DVB-T) is not feasible in Germany due to the nature of existing transmission infrastructure that could not be upgraded to provide terrestrial HDTV transmission.
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In addition, Deutsche Telekom, Vodafone, and other providers feed HDTV programs through VDSL fiber-optic networks as a part of special entertainment packages. However, because VDSL is only available in a few cities, most German consumers wanting HDTV must obtain it through Astra, the satellite company.
According to the 2009 Digitization Report, compiled by TNS Infratest, 3 more than half of German households only have limited access to HDTV (Figure 2 ). Of course, reception via satellite is possible in principle, but of the 42 percent of households using satellite technology, many still need to upgrade their reception technology, or at least their HDTV receiver, before they can actually see HDTV. Because of the greater bandwidth required for HDTV, they might also find that their satellite equipment (satellite antennas and cabling as well as signal amplifiers) is inadequate, making additional upgrades necessary. 
Near future perspectives
The transition from SDTV towards HDTV is currently taking place in Germany. However, it is not clear how many of the particular obstacles in cable TV networks and terrestrial broadcasting via DVB-C2 whose standardization has been finalized in April 2010 will be overcome soon. Furthermore those who buy HD-receivers which are incompatible with HD+ have to wait until a solution might be offered at the end of this year according to HD+.
To increase revenues the cable TV operators also try to lease HD receivers to their customers invested to encourage them to buy this equipment themselves. This also goes together with long-term contracts of 24 months similar to those common in the mobile phone industry.
Often customers who bought off the shelf HD-receivers from third party distributors run into technical problems when they tried to use them with their particular cable network operator.
This often discourages rapid adoption of HDTV.
Furthermore the HD-channels do not broadcast their whole program completely in HD-quality but only some parts of their program is really offered in HD-quality. By using up-scaling -a technique to generate pseudo-HDTV content from lower resolution sources via interpolation algorithms -the amount of HDTV content is currently extended when older content has not been recorded already in HD-quality, i.e. native HD-quality. All in all a full-scale HDTVbroadcasting of programs will still be a time consuming process.
This delay of a coherent diffusion strategy of a HDTV-migration will most likely slow down the adoption of HDTV in Germany in the near future. It is just this coordination failure which hampers the more rapid and smooth diffusion.
Copyrights, Digital Rights Management, and Distribution Battles
The introduction of HDTV is further complicated by disputes and uncertainties regarding the standards employed for copyrights and for Digital Rights Management (DRM).
Content Producers Insist on Copyright Protection with CI Plus
Especially the large international film and television companies place great stock in protecting their content from unwanted copying, as high-quality pirated recordings could be made from HDTV broadcasts. These firms, as the providers of content indispensable for an attractive programming lineup, can compel copyright protection.4 Film and television companies seek to prevent illegal pirating with end-to-end control (from initial production to final viewing) of media content.
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To this end, the Digital Video Broadcasting Project (DVB Project) developed a DRM system. It was adopted in 1997 in the form of the Common Interface (CI) Standard and became the prevailing standard for protected pay-TV transmissions. However, the CI Standard no longer fulfills current requirements concerning security and functionality, and for this reason the DVB consortium worked for a number of years on a set of updated specifications, known as CI 2.0.
As the work did not lead to an updated standard, a group of companies established the "CI Plus 
Broadcasting Stations and Network Operators Must Upgrade and Wish To Do So
Since the principle content producers united to support the implementation of enhanced DRM technology and threatened to only license content if such systems are used, the broadcasting stations are under great pressure to introduce CI Plus.
Nevertheless, the implementation of a DRM system of this nature also provides opportunity for the introduction of new fees and innovative business models. Currently, private free-TV broadcasts are financed exclusively through television commercials and there are no additional usage or reception fees for viewers.
While the public broadcasting companies plan to continue broadcasting without encryption, the private free-TV broadcasters intend to encrypt programming, much like pay-TV broadcasters. prevail. If SDTV is switched-off, then the encrypted HDTV-broadcasting infrastructure will already be, de facto, in place. This will make it difficult for legislators to change this de facto situation when changing the legal and regulatory framework.
Both television broadcasters and transmission network operators hope to obtain additional income in the form of monthly fees. In the middle and long run, implementing a new and lucrative revenue models based upon the offering of customized programming and the stricter control of usage is sought. Thereby, network operators could, in principle, require fees from both viewers (for the provisioning of HDTV signals) and from broadcasters (for the transmission of HDTV), the latter of which would then have to incorporate these fees into their own price structures.
Thus, the business models of private HDTV providers differ in some important respects from the current private free-TV model, which does not allowed for the differentiation or customization of media offerings.
Consumers Potentially Disadvantaged
The introduction of HDTV technology involves a number of consequences for consumers, including additional fees for receiving transmissions from private broadcasters, the expense of purchasing suitable terminal devices, along with the uncertainty of their continued suitability for future use.
The traditional wide-ranging ways to view commercial free-TV are now being questioned by private television broadcasters, film and television producers, and network operators. Today, it is legally permitted and technically possible to record programs and copy them for private purposes, to edit them (for example, to remove the commercial breaks from a movie), and to play them back on any compatible viewing device whenever and however often one wants. All of these possibilities, however, can be significantly restricted through CI Plus.
Consequently, encryption not only serves to protect media content from illegal pirating, but it also systematically expands control capabilities, thus better enabling providers to extract consumer rents through the billing of special usage rights. 
Small Equipment Manufacturers at a Disadvantage
In addition to such direct effects upon the consumers, additional, indirect, disadvantages can be expected. For example, the technical CI Plus licensing requirements are likely to reduce product variety.
The reduced variety may result as a consequence of the technology required for transmission protection, which requires great effort if it is be implemented in computers or game consoles, and because of reduced consumer demand due to uncertainty concerning compatibility.
Moreover, there is criticism of the relatively high costs for certification and licensing of devices and software, as well as for digital certificates, which tend to put smaller manufacturers at a disadvantage.
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No Agreement Expected Among all Stakeholders
It should come as no surprise that the introduction of HDTV is linked to long-term strategic goals, especially those of commercial television broadcasters. These goals extend far beyond copyright issues. Producers, broadcasters, and network operators all want to secure the largest possible share of revenues from HDTV. Therefore, a cooperative equilibrium, that is, a solution everyone agrees upon, is difficult to achieve, if not impossible due to the oligopolistic structure of the market and the limits to cooperation without violating antitrust law. The failure to coordinate the behavior of various stakeholders has impeded the introduction and broad utilization of HDTV in Germany, even though the necessary technology is essentially available .10
When intellectual property rights are held by a range of heterogeneous market participants, market failure can occur when introducing systemic innovations. This causes social welfare to suffer, as a cooperative solution concerning the innovation rent distribution fails due to the individual economic incentives. In economic theory this form of market failure is described as the "Tragedy of the Anticommons."
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Market Foreclosure and Predatory Strategies Are Possible
From an economic perspective, the core question concerning CI Plus are, how much vertical integration including terminal devices is acceptable; how to distribute rents; and how open should the interfaces be. In this connection, the terminals may contain shared infrastructure components. This could make it possible to request a specified minimum level of transmission quality, but could also serve to bring encryption and digital rights management right to the television screen. Harvard Law Review, Vol. 111, 1998, 621-688. 12 In this respect, the debate about CI Plus shows parallels with the debate about net neutrality (NN). In the case of net neutrality, however, there is a fear of discrimination against applications, and with CI Plus, the issue is discrimination against television broadcasters and equipment manufacturers by content producers and broadcast operators. 13 If a bottleneck exists within a distribution chain in the sense of diminished alternatives (i.e. when cable networks or satellites are the only option for reception), then this leads to a situation in which opportunties for profits are exploited by content providers (broadcasters); incentives to introduce new innovations are diminished; price discrimination against consumers is easier to impose; and competitionstifling behavior towards competitors becomes easier. See also Baake, P., Heitzler, S.: "Next Generation Networks"-Neue Since only satellite transmission and, to some extent, high-speed broadband Internet access can offer the necessary resources for transmission, exclusive vertical agreements between network transmission operators and other market participants are in particular need of careful review by the Federal Cartel Office.
Existing Usage Options Questioned
Currently private free-TV should be exclusively financed through advertising revenues.
However, as this source of revenue is nearly fully exploited, 14 it should come as a no surprise that private free-TV broadcasters are looking for new sources of revenues.
Gradually private free-TV could be transformed to resemble the pay-TV usage model. Consequently, regulatory intervention needs to be considered as a means to finally resolve this debate, in the interest of the public interest, through the allocation and limitation of individual property rights. If the government can limit the ability of market participants to freely define usage rights and thereby, in particular, strengthen the rights of consumers, then it may be possible to achieve a better solution without the direct guidance of the government .18 Currently, German consumers have no stake in the process of HDTV implementation: the only options are to take the proffered HDTV offerings or refrain from watching private HDTV. In the absence of an active effort to shape market developments, we can reasonably expect further obstacles to the introduction of HDTV and significant disadvantages for consumers in Germany as compared to other nations.
Conclusions
The introduction of HDTV in Germany has already encountered a host of obstacles, because individual participants were not ready to align individual interests with the common goal of broad-based introduction of this technology. Overall, this has led to significant welfare losses, since a technology that is ready for market has not been introduced due to coordination failures.
In particular, this is especially to the disadvantage of consumers who anticipated that HDTV would be introduced into regular service on a broad basis -that is, that HDTV would eventually be made available for all programming by every broadcaster on all available transmission platforms, i.e. if not through terrestrial broadcasting, then at least via satellite and cable TV.
Of course, consumer expectations have been deliberately aroused and advertising has sought to persuade consumers to purchase flat-screen TVs. Yet there is a failure of will on the part of commercial, free-TV providers to make HDTV available without restricting user options and new business models.
In addition, the push by private free-TV broadcasters to implement CI Plus in order to extend the control over content usage has fundamentally changed the legal position of consumers, especially regarding their right to make legal private copies of TV programming. While CI Plus 17 In 2006, the Federal Cartel Agency examined the encryption of ProSieben and Satl signals over the Astra broadcasting system. This encryption would have terminated existing free access to this TV channel. The television broadasters, together with the SES Astra satellite operators, wanted to impose a monthly additional reception fee of 3.50 euros for end customers for the previously free reception of the channel. During the case, also prohibition was under serious consideration, but after the operators withdrawed their plans, the case was closed without a decision. Equally as contentious is the so-called "basic encryption" of cable television through "set-top" boxes, which also seek to prevent previous free access to free-TV channels, including public broadcasting content. offers producers, broadcasters, and transmission network operators new opportunities for revenues through a more precise control of rights, critics fear that consumers will be arbitrarily limited in their options, that consumers will face fees for previously free services, and that the choice of available terminal devices will be limited.
In such a value chain, vertical integration poses the additional risk of providing incentives for discrimination and predation on the part of providers who currently dominate their respective levels, which has to become subject to antitrust oversight and regulation.
The choice of the standard, prices, and access conditions for users, developers, and service providers, as well as the compatibility of standards with the requirements of competition, telecommunications, and media law should therefore be examined carefully by the Association of State Media Authorities and the Federal Cartel Office.
Regulation of network feeds, or simply the threat of such regulation, might accelerate the resolution of the problem of revenue sharing in the course of expanding HDTV services.
If broadcasters actually change their business model to charge monthly fees for HDTV reception, then regulatory authorities should to examine whether this change is compatible with existing broadcasting licenses or whether issuing new broadcast licenses might be necessary or useful.
As HDTV services expand, it will also be necessary to monitor the market on an ongoing basis in order to rapidly squelch and sanction possible anti-competitive activities.
Moreover, the difficulties associated with the implementation of HDTV could be avoided in the future with respect to other technologies through improved innovation management by the government. This, in turn, would enhance planning reliability for all participants. Clearly, regulatory intervention is often appropriate in order to prevent welfare losses, particularly when it comes to innovative markets with vertically integrated value chains.
